2. Click Add a Handoff Host and fill in the required fields.
3. Click Add Handoff Host, as shown in Figure 55.
4. After you have filled the required fields, click on the Add handoff host link.

Figure 5: Add handoff host

Field Description

Hostname This should be the hostname or IP address of the handoff host.
or [P
address

Username This is the username of the administrator/user who has administrative privileges on the handoff host and this field
should adhere to Domain\Username format.

Password This is the password of the administrator/user who has administrative privileges on the handoff host.
Confirm Confirm the above-mentioned password.
Password

Script Path  This is entire path needed to execute the script that interacts with the storage array. In this example, it was:

. E:\Python34\python.exe E:\rvbd_handoff_scripts\pure_fc.py

. pure_fc.py is the script that interacts with the storage array.
Script Arguments that should be passed to the script. This field is completely dependent on your script. In our implementation,
Arguments  we used:

° --work-dir e:\rvbd_handoff_scripts

. --array purelab..abccompany.com

. --accessgroup proxy

o --protect-category manual

The accessgroup is the host group that created in the Storage Subsystem Setup. The “protect-category” is mandatory if
you want the ESXi proxy host to mount the datastore and register the VMs that you want to protect. Valid options for
protect-category are hourly, daily, weekly, or manual. The selection must match the selection in the Snapshot Schedule
Policies tab i.e. if you enable snapshots every day at 12am and 2pm, the protect-category would be hourly, if you're
selecting every Sunday, Monday, etc., the selection would be daily.

Associate Handoff Host to a LUN
e On SteelFusion Core, browse to Configure > Storage > LUNs.
e Expand the LUN you want to associate the handoff host with, click the
Snapshot tab and then click Configuration tab, as shown in Figure6.



e C(lick the radio button for Handoff Host and from the drop down list; select
the host you just added.
e (lick Test Handoff Host button to test if the handoff host configuration is
correct.
e If the result comes back as Successful as shown in Figure 77, click Update
Settings.
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Figure 6: Associate handoff host to a LUN

Note: When you are using the handoff host, the proxy backup configuration is done
via the script with the “--protect-category” argument and you will not see the proxy

backup configuration in the SteelFusion Core interface.
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Figure 7: Test handoff host

Trigger a Snapshot at the SteelFusion Edge
To trigger a snapshot at the SteelFusion Edge:



From the SteelFusion Edge, click Configure > SteelFusion Storage, navigate
to LUNs page and click Take Snapshot button. This should create a new
snapshot on your storage array.

Click the trash icon to test if snapshot removal works, as shown in Figure .
However, Riverbed recommends that you use the schedules to trigger a
snapshot and use the Take Snapshot only for testing purposes.
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Figure 8: Take snapshot



Best Practices

The best practices are not requirements, but Riverbed recommends that you follow
these suggestions because they are intended to guide you to achieving designs that
get the most out of the SteelFusion appliances while reducing configuration and
maintenance requirements.

The following table displays Riverbed’s best practices for snapshot handoff hosts.

Best Practice Description

Harden the handoff Because the handoff host contains passwords, be sure to secure access to the machine.

host.

Windows User The Windows user account that is created for handoff should have “Administrator” privileges and password

Account has protection so that SteelFusion Core can run winexe services. This service is used by SteelFusion Core to login and run
administrative handoff script on the handoff host

privileges

The Username should The Username of handoff host, which you add on SteelFusion Core, should be in the format domain\username.
bein

domain\Username

format.

Do not pass sensitive The arguments that are passed to SteelFusion Core under script arguments are stored in clear text. Riverbed does not
information in scripts recommend you pass sensitive information like passwords. These can be passed in the handoff host directly.

path.

Logging Keep the Logging Level on the SteelFusion Core to Notice to avoid logging your passwords in plaintext.

Troubleshooting Tips

When troubleshooting configuration, increasing the log level to Info under Settings
> System Settings > Logging on the SteelFusion Core will help immensely. Please
revert the change after the implementation is complete to avoid seeing passwords
displayed in plain text.

Symptom Potential Resolution

Snapshot fail There are many reasons why the snapshot can fail. Refer to the log to drill down further.

Snapshot fail If the log message shows, “ERR: b'The input line is too long.\r\n", the command with arguments was too long for
Windows to interpret. Consider using the IP address instead of a long hostname.

Datastore not Presenting datastores with the same VMFS volume UUID can be problematic for ESXi. If you do experience the LUN

mounting in ESXi device being presented to ESXi and the LUN not being mounted with the script, you may need to reboot the host.

You can confirm this by running “esxcfg-volume -1” if you SSH into the ESXi console and see: Can mount: No (the
original volume has some extents online)

Datastore not Check if the snapshot was successfully completed at the SteelFusion Edge. If so, notice the type of snapshot. Confirm
mounting in ESXi that the type of snapshot matches the protection-category argument being passed in the script.
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